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Abstract- Today, no one can deny the tremendous
effects of cloud computing as it provides access to lot
of computing resources including infrastructure,
hardware, network, server and applications services
to its users. These services are controlled by third
party known as Cloud Service Providers. Despite the
flexibility and scalability of the cloud computing
which has given the business a colossal revolution,
privacy is still a major issue which cannot be
abolished or ignored. With the development of cloud
computing, privacy security issues have become
increasingly prominent, which is of concern to
industry and academia. Our research progress review
the privacy, security and data storage issues of cloud
computing. Firstly, we discuss some privacy, security
and data storage issues; and then advise an inclusive
privacy protection framework by implementing
numerous data protection technologies. Secondly, we
elaborated the research evolution of some
technologies, alike data encryption technique, key
and token generation policies at authorization layer,
acknowledgement of data at privacy layer and access
control and generation of transaction codes at
verification layer. Thirdly, we proposed a token
generation algorithm. Lastly, we discuss the
parameters include in the proposed technique,
comparison of token generation base on different
attributes, features and strengths and concluded with
the possible future research directions. Moreover,
PHP language is used for APl and RDMS (MySQL)
is used as database tool for software development and
testing process. Android Studio and lonic framework
was used for frontend development.

Keywords- Cloud Computing, Authorization,
security, privacy, Data sensitivity, Multi-layer token
framework
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I. INTRODUCTION

Cloud Computing allows centralized storage
of data which can be access anywhere, anytime with
the means of any telecommunication device. We are
availing enormous services like email, file sharing
and storing, data backups, live streaming, e-learning
through simulation and virtual classrooms, social
media, e-commerce and many more because of which
we cannot deny the importance of Cloud Computing
[1]. Today we have enormous organizations which
are offering free Data storage on Cloud to a specific
limit including Windows Azure, Google Drive,
OneDrive, Dropbox, Amazon Drive, Symantec,
MEGA, pCloud, MediaFire, Box, FlipDrive, HiDrive
and others. These organizations provide free service
to an extinct and then user has to purchase its
services if user’s storage exceeds the free usage limit.
Cloud computing basically refers to the Big Data.
They are always hands in hands. Cloud Computing
has emerged a new trend in business. Cloud
Computing has opened a new gate by re-arranging
pool of resources [2] and providing the user their on
demand services [3]. Data Management through
Cloud Computing has revolutionized the Information
Technology (IT) industry. Just because of its rapid
growth and scalability; a small business can even be
established with in an office of two rooms now a
days and one of its major reason is Cloud Computing.
Small and medium companies acquiring the facility
of Cloud are facilitated by the best software and a
number of fast services. However, dealing with such
a large amount of Data is a challenge itself because
data is increasing rapidly and data can be static and
dynamic which includes social media data, digital
libraries data, physical data [4], healthcare data,
dynamic sensor data [5] and others.

In spite of; the unbeatable effects of Cloud
Computing over both small and large scale
businesses the problem is when organizations focus
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on a cloud system, they are most concerned about the
data privacy. As the data over cloud is coming from
shared pool of resources which is managed through
servers and is retrieved through Internet [6] and there
is: Firstly, always a chance of leakage or theft of
data. Secondly, if the clients want to move from one
Client Service Provider (CSP) to another there may
be a chance of data leakage or any of the cloud
administrator may also take a glance of data kept
over the cloud network. Thirdly, data which is being
accessed by any user has the authority to access it or
not.

Several authors have proposed various techniques of
data secrecy, data privacy, reliability, and availability
of data by implementing encryption techniques,
implantation of identity and access controls, data
backup techniques etc.

The proposed system deals with this issue where,
working in a shared pool of resources, the data of any
specified organization or end user is not accessible by
any other organization or end user, moreover it is
even not accessible by the administration itself.
Protection and sensitivity of private data, the privacy
of data, implementation of the proposed framework
and its architecture verification is the basic concern
of this paper.

The sections of paper concludes literature review,
proposed framework, algorithms over different
layers, proposed token generation algorithm,
parameters of proposed technique, result discussion,
features and strengths of proposed technique and
conclusion.

Il. LITERATURE REVIEW

Cloud Computing is developed on the base of
a model of on-demand, self-service of network access
having a pool of resources. According to United
States National Institute of Standards and
Technology (NIST) Cloud Computing is a source of
“for enabling on-demand network access to a shared
pool of configurable computing resources that can be
rapidly provisioned and released with minimal effort”
[7]. NIST also elaborates that a Cloud Service
providing company should also commit these five
characteristics: resource pooling, on-demand self-
service, rapid elasticity [8], worldwide network
access and measured service [9].

A. Services in Cloud Computing

With respect to these resources Cloud Computing is
distributed in three types of service named as IAAS
(Infrastructure as a service), PAAS (Platform as a
service) and SAAS (Software as a service) [10].
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I. Infrastructure As a Service
IAAS only provides the facility of Infrastructure
which includes the virtual machines of cloud
computing and virtual storage [11]. Amazon web
services and Rackspace cloud are most common
examples of IAAS providers.

I1. Platform As a Service

PAAS (Platform as a Service) provides the facility of
both Infrastructure and Platform which includes the
virtual machines, it applications development and
their deployment tools. Some famous PAAS
providing vendors are Windows Azure, Google App
Engine, Amazon’s Relational Database Service
(RDS) [12] and force.com etc.

I11. Software As a Service

In SAAS (Software as a Service); software services
are provided to end users [13]. Some famous SAAS
providing companies are Google Apps, salesforce,
dropbox and others. Some of the enormous features
and benefits of Cloud Computing are shown in Fig.1.
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Fig. 1: Benefits of Cloud computing

B. Deployment of Cloud Computing
Moreover, the deployment of cloud is characterized
as Public, Private, Hybrid and Community.

i. Public Cloud

Public cloud allows the services to be accessible by
general public but a limited number of people [14].
Public Cloud is less secure because of its openness
and accessibility of general public.

Public Cloud comes with the features of flexibility,
reliability, location independence, highly scalable and
moreover cost efficient. On the other hand, it is less
secure and less customizable.
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ii. Private Cloud

Private Cloud allows systems and services to be
accessible within the organization. It is more secure
than Public Cloud because its resources are only
shared within the organization.

It gives more control over services and provides more
security with efficient energy. But it has only
restricted area of operations with limited scalability
[15]. It is also more costly because of its more control
over the services. Private cloud also requires
additional skills to manage the cloud.

iii. Community Cloud

Community cloud allows system and services to be
accessible within the group of an organization. It
shares the same infrastructure among different
organizations from a certain community having a
common vision [16]. Community Cloud can be
managed internally by organizations or by any third
party.

It is cost effective and secure. It also provides the
facility of sharing the resources among different
organizations. Since all the data is located at one
place, so while placing the data in community cloud
one should be more careful as it can be also
accessible by others. On the other hand, it is also a
challenging task to allocate the responsibilities of
governance, security and cost among different
organizations. As living in Community Cloud you
have to face the networking issues and security
compliance as you are living in both Public and
Private cloud [17]. And it is also Infrastructure
dependent.

iv. Hybrid Cloud

Hybrid Cloud is a mixture of both Public and Private
cloud allowing its users to perform major or critical
activities using Private Cloud while non- critical
activities can be performed publically through Public
Cloud [18]. It contains the features of both Public and
Private cloud as Hybrid cloud is flexible, scalable,
secure and cost efficient. According to the survey the
Response

Over the years, the adoption of cloud services has an
increasing trend for all three types of cloud
deployment models including Public, Private and
Hybrid cloud models. A comparison of cloud
services adoption in 2020 vs. 2021 is shown in Fig.2.
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Fig. 2: Adopting Cloud Services in 2020 vs 2021

Because of its openness, pool of resources and
services which are accessible anywhere and anytime,
Cloud Computing has shown numerous positive
effects in the field of IT. But as with the enhancement
in IT industry, the Cloud Computing has many
worthy advantages; but still we cannot deny with its
weaknesses. Traditional security issues are still
present in cloud and as from consumer’s perspective,
security of data is still a major issue and it is a barrier
in adaptation of Cloud Computing.

C. Challenges in Cloud Computing

Consumer faces several issues while dealing with

Cloud Computing. The common challenges are:

e Security is the major concern when data is placed
on cloud as the cloud providing company or any
shared user or customer can attack on server and
information may be stolen.

e Personally ldentifiable Information (PII) or any
sensitive information of any customer which is
shared with different organizations [19], there is a
chance of Data leakage therefore assigning user
privileges is also very crucial.

e The cloud user is completely unaware of the data
location while placing it on cloud. The customer
doesn’t know that where its Data has been placed
which refers to the unawareness of the locality of
user’s data.

e Many customers require services to be available
all the time and downtime of server when the
server is busy, may causes a barrier in the
availability of services.

o Data need to be monitored so that any customer
may not store illegal or inappropriate data on
cloud [20] which points towards the data
investigation.

e Many applications are data insensitive and
ubiquitous mobile devices creates sensory
overload of data because of such applications
[21]. Transfer of such large amount of data creates
bottleneck because of which services got
suspended. Bottleneck causes delay in services.
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o Cloud Service providers do not allow foreign
inspection, and are willing to install new security
certificates which requires regulatory compliance.

e Data of several users on cloud is also shared
among those users who use the services of those
service providers, so data segregation is also
crucial.

e Due to any natural disaster (flooding, tsunami,
earthquake etc.) or any other haphazard condition,
the server may damage and data may loss.

e The cloud providing companies architects the
infrastructure such that if ever after customer
wants to switch to another cloud providing
company, they cannot shift all their data to
another cloud providing company. At this time the
user become platform dependent.

e All the data placed on cloud by the customer is
being replicated. If the user deletes the whole data
there is still a copy of that data stored on server.
So, there is always a chance on misuse and
leakage of that data.

D. Issues in Cloud Computing

Security Issues

The reason why most of the organizations and

customers resist shifting on cloud is because of

Security and Privacy threat. As Cloud is not secure

because of hackers and attackers. Some issues related

to Security are:

e As the data is not stored on client computers and
it stored or servers, because of any mishap if the
data is lost from server all the data from client
may also lost as they are directly accessing the
server.

o Cloud Service providers show all the software and
applied interface which is being shared among all
the customers is same. Monitoring, sorting,
authentication and access control is held by the
service providers which in managed by the
interface [22]. And any insecure interface may
result in threat of data loss.

e Cloud does not provide separate resources and
services to an extent because of which all the
customers are accessing and utilizing the same
technology. This shared technology also increases
the threat of privacy.

e As we discussed, data is shared among different
organizations and there may be a chance of
misuse of information by any other employee of
organization [23] because of any malicious
insider.

o Customers get services through cloud via
continuous sending request and in response the
server responds means server and customer
requires continuous communication. The attacker
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may arise certain big questions and send to the
server, in result server may get busy and may not
respond on time which cause flooding attacks.

e In Distributed Denial of Service (DDOS) Attack,
an attacker intentionally or unintentionally
generates traffic of so many requests on server in
that duration of time, through different smart
devices or computers and due to specific
processing power of server it does not respond on
time or even may crash. If the traffic is generated
intentionally then it is an attack and the attacker
may steal some data while server is down.

e The concept of Virtualization is that multiple
users or tenants access single physical instance.
Virtualization technique is based on assigning
logical name and a pointer to every physical
resource. Security of these virtual machines can
be reduced by using some viruses and destructive
softwares, such as rootkits. Rootkits are a set of
computer software, which control a computer
system. In Rootkit attack, the user did not notice
the presence of rootkit and hacker can change all
the settings of user’s computer. This is a type of
VM-Ware Based Malware Attack.

Privacy Issues
Major issue of Cloud is Data privacy because the data
of all the users is centralized on a cloud server and
they are connected through Cloud Services to access
them. This information can be of any type, private
photos, financial statements and regular files however
personal information is considered as privacy of the
respective person. Some important issues regarding
privacy are discussed and presented below:

e When customer uses cloud, they store their
information on Cloud by accessing Cloud
Services. Later on if the customer wants to switch
to any other cloud service provider, there is
always a threat of unauthorized use of the critical
information stored on the cloud. Moreover, many
times it becomes very hard for the user to change
its cloud service provider because a lock-in
condition arises; at that point loss of control
situation occurs.

e When user stores data on Cloud and do not have
access to that data because of some issues. There
is always a chance of access to the stored
information on Cloud by an unauthorized person
because of the lack of accessibility of authorized
person [24].

e As the user is unaware of the locality of storage of
data, the data can be stored on inappropriate
storage space. The Cloud service providers have
to pay less if the data is being stored on
inappropriate places and it minimizes the cost of
service providers hence increases their profit.
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e When the data is stored on cloud, several replicas
of data are made to facilitate the user in case of
any unwanted data loss. But there is a threat of
loss of that copy of data or of being threatened by
that copy of data in future if user wants to take
services from any other cloud service provider.

e The information of the unique devices such as IP
addresses can be tracked.

e The information about digital content, social
interactions, users accessing the website,
computer, input and output devices which are
connected also being gathered on the cloud.

e The sensitive information about the user and
organization such as religion, financial
transactions, financial statements, religion and job
information is also being stored on cloud which
may be misused in any aspect [25].

e Personal information about the individual related
to personal identity which includes name, address,
contact number, person’s location, credit card
number and zip code etc. are also being
monitored.

Data Storage Issues

Trust is very important issue in storing data on cloud.

Handing over of all the data to cloud service provider

which act as intermediary party, is an important

issue. Some check points which provide reliability to
these centers are discussed below:

e The risk of theft of data can be minimized but can
never completely disappear. Security providers
are trying to reduce these issues by applying
certain security measures on authentication and
encryption methods of exchanging and storing
information.

e By splitting the user’s information from one
server to multiple servers having different
locations, with the help of virtual technology, the
service providers are trying to protect the user’s
privacy.

o Transfer of data from one place to another and it’s
the splitting of data at different server’s takes
place at so much speed that the customer doesn’t
understand its original location of data storage.

e Multi-platform support makes it helpful for the
user to access the cloud server on any sort of
device. The cloudy system is fully virtualized and
supports all kinds of OS [26] which means you
can access same cloud services on any platform
like Windows, Mac, Android, Linux and many
more.

e One of the major concerns with respect to the
security of data is integrity of data which concerns
that data should remain unchanged. Data should
remain in the condition as the customer wants to
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store it. Server or any third party may not be able
to alter the data. Cloud service provider need to be
aware of data integrity and ability to respond it.

e Due to any haphazard, natural and unnatural
conditions data may not be available. To avoid
this, user is recommended a copy of data in their
own systems for the purpose of data recovery.

e All the services on Cloud are being accessed
through Internet so there is a need of fast and
reliable internet connection [27]. But in some
cases if the user doesn’t have internet access or
due to some other issues cannot go online and
access the cloud, the offline web services are
provided and as the user gets connect with the
internet all the data is made online on cloud.
Through this a gap is not generated.

e User is also concerned about the transmission of
Data, because it is dependent on the recovery
format of cloud services companies and
transmission of data and data conversion [28].

E. Principles of Data Security

Confidentiality, Integrity and Availability (CIA) is
used in all security techniques of Data [29].
Confidentiality means the data is only available to
authorized people. Integrity refers to high quality,
accuracy, consistence and accessibility of data and
the principle of availability refers to the data that
should be available whenever it is needed by
authorized users.

According to the analysis, the nine key principles of
Data Security are given below [30].

The openness, transparency
Integrity, license, power

1. Security Safeguards

2. Limiting the use by disclosure and retention
3. Responsibility

4. Purpose

5. Accept

6. Precision

7. Minimization

8.

9.

I11. PROPOSED FRAMEWORK

In this section, we introduce the framework of
our proposed scheme. The framework is a Multi-
Layer Token Framework (MLTF) which has three
layers. These layers are elaborated in Fig.3.
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Fig. 3: Multi-Layer Token Framework

IV. ALGORITHMS OVER DIFFERENT
LAYERS

Proposed research constitutes three layers for
data protection named as authorization layer, privacy
layer and verification layer whose working is as
below:

1. Authorization Layer
This layer deals with two sections which are:
e User SignUp
e User LogIn
2. Privacy Layer
This layer deals with two conditions which
determine:
e Condition I (Run when the token validates)
e Condition IT (Run when the token doesn’t
validates)
3. Verification Layer
This layer verifies whether the data which is being
accessed by any user has the authority to access it
or not.

Algorithm for Authorization Layer
Step | Description Input | | Output
User Sign-Up
Encrypt user Encrypte
1. password with User's password — asswor
SHA256 algorithm g
. X User's
2 Assign unique key None . Key
(Ky) to user (Ky)
i
Encrypt (Ky)with Encrypte
3. OpenSSL Get Cipher User’s key (Ky) — d key
Methods algorithm (KE)
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User Login
1. Get Username of User | Username — User ID
(D)
Get and Encrypt user Encrypte
2. password with User's password — gasswor
SHA256 algorithm d (PF)
. Access
3. _(Izionr:gatenatmg Access getCurrentTime() | — Time
(AT)
Generate token (T) (ID + PE Token
4. ! N
when user logs in + AT) (T)
o T
5. ) TE — | token
the T and use itas a 1)
key !
Concatenate T; with
K using OpenSSL Final
6. Get Cipher Methods (T;.KE) — | token
algorithm to generate (Ty)
final token (T's)
Algorithm for Privacy Layer
Step | Description Input Output
Validate token Requested True !f token
1. (Ty) data + T — is valld_, False
U U otherwise
Acknowledged
. data if
b | ohek e | Bemeset | | sl o
message if not
allowed
Fetch requested
3. data from Cloud gaetc;uested — c?;?bzs%m
DB Center
Show requested Data from Displayed data
4. —
data to user database to user
Algorithm for Verification Layer
Step | Description Input Output
1 Record transaction Requested data, N Transaction
' based on T¢ Ts code
Generate OK code
2. if requested data is Requested data — | OK code
allowed
Generate
suspicious activity Suspicious
3. code 404 if Requested data — | activity code
requested data is 404
not allowed

V. PROPOSED TOKEN GENERATION
ALGORITHM

In this section, we present the token generation
algorithm and discuss its various steps.
When user SignUp in the system by using password;
its password is encrypted with SHA256 Algorithm
named as (P). At that time a Key (K}) is assigned to
the user by Cloud Administrator. Then, the user key
is encrypted with OpenSSL Get Cipher Methods
Algorithm which results in Random Key (KZ).
When User Logs In; a token (T) is generated by using
the parameters of UserlD, Encrypted Password and
Access Time (ID + PE + AT). That encrypted token
(TE) is entitled as Initial Token as (T;) which is
generated with SHA256 Algorithm. At last, final
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token (Ty) is generated by concatenating T; with K
using OpenSSL Get Cipher Methods algorithm.
Tr = (IDPEAT)E .K§

Algorithm for Proposed Token Generation
Step Description Input Output
Encrypt the user's
password using User's Encrypted
1 SHA256 Algorithm d — | password
to get the encrypted passwor (PE)
password PE.
Assigns a random Raf.‘d"m Key
assigned by
key to the user (Ky)
2 by the Cloud — | Cloud
Administrator. Administrato
) r (Ky)
Generates a random
key (K%) and encrypt Encrypted
3. it using OpenSSL - — | Random Key
Get Cipher Methods (KE)
Algorithm.
When the user logs
in, it generate a (ID.PE.AT)
4 Token (T) using — | Token(T)
(ID.PE.AT).
Generate initial token
T; by Encrypting the E Initial token
5 token T and use it as T - (T;)
a key
Returns the final
token (T) by
concatenating T; £ Final token
6. with K& using (Ti-Ky) B )
OpenSSL Get Cipher
Methods algorithm.

V1. PARAMETERS OF PROPOSED
TECHNIQUE

The MLTF framework is comprised of various
parameters over the wuser level and cloud
administrative level. The parameters of Data
Confidentiality, Privacy Protection, Access Control,
Trust, and Governance are considered for both levels.
Whereas, User Authentication is considered for only
User level, and Data Encryption is only considered
for Administrator level. Table 1 shows the
parameters of proposed framework over the user and
administrator levels.

Table 1: Parameter of Proposed Framework

Feature User Level | Administrator Level

User Authentication N

Data Confidentiality N N
Privacy Protection N N
Data Encryption N
Access Control N N
Trust N N
Governance N N

VII. RESULT DISCUSSION

In this section, we use Memory Cost, Time
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Cost and Resource Cost as performance metrics
which are calculated on the basis of different types of
token. We use three types of tokens for authentication
and authorization as given below:;

i) Token Generated on the behalf of UserID,
Password

ii) Token Generated on the behalf of UserID,
Password + AccessTime

iii) Token Generated on the behalf of UserlD &
Password + AccessTime + Key

The performance metrics are elaborated as:

Memory Cost is the memory being occupied by the
token when it is generated.

Time Cost is the time consumed by the token when it
is generated. And the time is -calculated in
milliseconds.

Resource Cost is the amount of resources being used
by the token.

Token Generated By User ID
Memory Cost (KB): 1024
Time Cost (ms): 3.8788318634033

Resource Cost: 2

Token Generated By User ID and Access Time
Memory Cost (KB): 1024
Time Cost (ms): 4.7421455383301

Resource Cost: 2

Token Generated By User ID and Access Time
and Key

Memory Cost (KB): 1024

Time Cost (ms): 5.6900978088379

Resource Cost: 2

Fig. 4: Values of Memory Cost, Time Cost and
Resource Cost of Token

The values of Memory Cost, Time Cost and Resource
Cost of the system occupied by token keeps on
changing every time the token is generated because
the system is not in a static state and its state keeps
on changing. The instantaneous values of the
performance matrices for three different types of
tokens are shown in Fig.4.

Percentages of simulated data have been taken to
demonstrate the results on behalf of three differently
generated tokens as there is no certain rule to
measure the privacy. Tracy Ann Kosa et al., 2013
mentioned that there is no cohesive theory of privacy.
Economics, Political Sciences, Law, Philosophy and
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Sociology thoroughly explores the concept of privacy
whereas Computer Science has attempted to apply

the

concept of privacy with varying degrees of

success. Similarly Privacy Impact Assessment (PIA)
deals with privacy of personal data and solutions to
safeguard it, International Association of Privacy
Professionals (IAPP) and General Data Protection
Regulation (GDPR) states that privacy can be
improved through different tactics but it cannot be
measured.

Thus, a comparison is made at different cloud servers
to compare the token generation time of different
specifications of systems with the minimum and
maximum systems attached with the cloud server.

i)

Token Generation Time with minimum number of
systems attached on Cloud Servers

The time taken to generate the token for minimum
number of systems attached to different cloud servers
with various system specifications are given in Table

2.
1.

Minimum 1 system can be attached with the
cloud server localhost of following specifications
takes about 0.3ms to generate a token.

Normally, 5 systems are attached at its minimum
with the cloud server
http://62.171.141.159/test.php  of  following
specifications takes about 0.4ms to generate their
tokens.

Normally, 7 systems are attached at its minimum
with the cloud server http://172.107.33.6/test.php
of following specifications takes about 1.9ms to
generate their tokens. And so on.

Table 2: Token Generated on Cloud with Minimum

Numbers of Systems Attached

System Token Min No.
No Specifications Generat of
. of ion Cloud Server Systems
PC Time Attache
CPU RAM (ms) d
1 corei7 16GB 0.3 local host 1
2 Intel 0.4
Xeon
E5-2630 http://62.171.141.159/test.ph
7 16 GB p 5
3 Intel 19
Xeon
E5-2690
v2 16GB http://172.107.33.6/test.php 7
4 Intel 0.3
Xeon
E5-2630
v4 30GB http://5.189.134.45/ 3
5 AMD 16 0.2
core 30GB http://103.164.54.23/test.php 12
6 Intel 0.3
Xeon
E5-2630
V4 30 GB http://161.97.68.18/test.php 18
7 AMD 16 0.1
core 30GB http://209.126.5.182/test.php 2
8 AMD 16 0.5
core 30GB http://173.249.47.10/test.php 9
9 AMD 16 0.2
core 30GB http://161.97.169.95/test.php 4
10 AMD 16 0.2
core 16GB http://161.97.169.95/test.php 6
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The token generation time with respect to minimum
number of systems attached over cloud is shown in
Fig.5.
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Fig. 5: Token Generated on Cloud with Minimum

i)

Number of Systems Attached

Token Generation Time with maximum number
of systems attached on Cloud Servers

The time taken to generate the token for maximum
number of systems attached to different cloud servers
with various system specifications are given in Table

3.
1.

Maximum 1 system can be attached with the
cloud server localhost of following specifications
takes about 0.3ms to generate a token.

18 systems can be attached at its maximum with
the cloud server http://62.171.141.159/test.php of
following specifications takes about 0.4ms to
generate their tokens.

32 systems can be attached at its maximum with
the cloud server http://172.107.33.6/test.php of
following specifications takes about 4.9ms to
generate their tokens. And so on.

Table 3: Token Generated on Cloud with Maximum

Number of Systems Attached

No. System Specifications Token Max No.
of Generation Cloud Server of Systems
PC CPU RAM Time (ms) Attached
1 corei7 16GB 0.2 local host 1
2 Intel Xeon 2.0 http://62.171.141.1
E5-2630 v4 16 GB 59/test.php 18
3 Intel Xeon 4.9 http://172.107.33.6
E5-2690 v2 16GB /test.php 32
4 Intel Xeon 1.7 http://5.189.134.45
E5-2630 v4 30 GB / 11
5 AMD 16 49 http://103.164.54.2
core 30GB 3/test.php 25
6 Intel Xeon 3.6 http://161.97.68.18
E5-2630 v4 30 GB /test.php 30
7 AMD 16 21 http://209.126.5.18
core 30GB 2/test.php 15
8 AMD 16 7.3 http://173.249.47.1
core 30GB 0O/test.php 40
9 AMD 16 4.7 http://161.97.169.9
core 30GB 5/test.php 19
10 AMD 16 31 http://161.97.169.9
core 16GB 5/test.php 32



http://62.171.141.159/test.php
http://172.107.33.6/test.php
http://62.171.141.159/test.php
http://172.107.33.6/test.php
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The token generation time with respect to maximum
number of systems attached over cloud is shown in
Fig.6.

Token Generation Time on Cloud with
Maximum Numbers of Systems Attached
45
40
35
30
25
20
15
10

5 10 15 20 25 30 35 40 45 50

=@ CPU
==@==Systems Attached

Token Generation Time

Fig. 6: Token Generated on Cloud with Maximum
Numbers of Systems Attached

VIIl. FEATURES AND STRENGTHS OF
PROPOSED TECHNIQUE

The performance of the proposed MLTF
framework is demonstrated with different features
and strengths. The key features are User
Authentication (i.e., only authenticate user can login),
Multi-Layer model (i.e., specific rights are given to
the user), Key (i.e., a random key is assigned to the
user upon registration), Token Generation (i.e., a
token is generated for each user to track her
activities), Encryption (i.e., data is encrypted at
cloud), and Code Generation (i.e., a specific code is
generated for each activity of the user). A summary
of key features and their corresponding strengths is
given in Table 4.

Table 4: Features and Strengths of Proposed MLTF

Framework
Feature Strength
User Only authentic users can perform

the activities over the cloud

Authentication
network.

Specific privileges are assigned
to the user and they can only

Multi-Layer perform  the  underprivileged
activities.
Key Random key is assigned to the

user when it gets register.

25

The token is generated for every
user to keep track the activities of
the users. So that the record of
the activities of the user may
kept.

All the data stored at cloud is
encrypted so there is no threat of

Token
Generation

Encryption at

cloud level .
privacy of data.
Code A code is generated on the base
. of activities performed by the
Generation

user.

IX. CONCLUSION

The data sensitivity, security, privacy, and
secrecy of cloud users are of vital importance. We
proposed an adequate framework which mitigates the
theft of data and makes the data more private. The
framework achieves security and privacy through
multi-layer token. The layered approach applied
attributes on sensitive data and passes it through three
layers of security policies including authorization,
security, and privacy. And the token generated on
behalf of userID, Password, AccessTime, and Key
which enters the users in a better and protected
environment of Cloud Computing. The proposed
scheme outperformed in terms of data confidentiality,
privacy protection, data encryption, access control,
trust and governance at both user and administrator
levels. The add-on of the proposed method with
higher number of layers and increased number of
performance matrices needs to be further explored in
future.
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