
these online services [iii]. Online applications or 
technologies are typically exposed to security threats 
such as worms, crackers, viruses, spoofing, and 
password-sniffing [iv].
 Internet is growing rapidly and web applications 
have become a common way to provide vital services to 
the users and customers. On the other hand, they also 
become an attractive target for attackers. People are 
sharing their sensitive information like ID's, 
passwords, transactions codes and personal 
information. If their system is vulnerable, their 
information can be compromised by the intruder or 
attacker. According to Security report by Symantec 
Corporation one in eight web applications is seriously 
vulnerable [v]. Different attacks are arising from time 
to time to expose vulnerabilities and flaws in the web 
applications. It has been claimed in a recent report of 
Internet Security Threat that approximately more than 
229,000 attacks are being launched against websites 
daily and unpatched vulnerabilities are being contained 
by 76 percent websites [iv]. Therefore, various counter 
measures are deployed for making the system secure 
but still there are lots of vulnerabilities. In order to 
develop and deploy a secure environment for both 
client and server communication, the threats that could 
be encountered by the web applications must be 
identified first. After successful identification of 
security threats countermeasures could be devised for 
making system secure. The traditional web based 
systems is being depicted by Fig. 1 in which user and 
server are connected through internet. User sends 
request to server and server will reply back to user or 
client. In this scenario, the vulnerabilities are expected 
to arise both in communication channel and within the 
network as well. User or client side threats are different 
whereas server side threats can be different. Therefore, 
this study intends to formulate a taxonomy classifying 
the identified challenges into two major categories 
including client side and website attacks following a 
systematic literature review which has never been done 
in this scenario. Distinctive methodologies are required 
to be utilized to exterminate various threats. This study 
describes client side attacks and server side attacks and 
their measures. 
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Abstract-Along with tremendous increase in use of 
web applications, the vulnerabilities associated with 
Web Based Applications Systems (WBAS) are also 
arising. As Internet is fundamental for accessing web 
based systems which is inherently an insecure medium. 
Hence, websites are potential target for various types of 
cybercrime activities including data breaches, buffer 
overflow, ransom ware, and fake technical support 
scams. Therefore, this study intends to identify crucial 
security challenges and threats encountered by the 
WBAS. Furthermore a taxonomy classifying the 
identified challenges into two major categories 
including client side and website attacks has been 
formulated. Additionally, a framework has been 
proposed in order to prevent various security threats on 
both client and website perspectives. Intensive 
literature has been conducted to collect the appropriate 
literature by deploying various devised search strings 
on the targeted databases. More than 40 research 
articles, case studies and observations of the 
researchers published in well renowned journals and 
conferences have been critically reviewed for the 
categorization of security threats into respective 
dimensions. Significance of the proposed framework 
for the theory and practice is also discussed.

Keywords-Web system, Client Side Security, Server 
Side Security, System Security, Security Threats, 
Secure Framework.

I. INTRODUCTION

 Advancement in information technology has 
connected the people through Internet. Internet and the 
web technologies are the sources of communication, 
online earning and information sharing. The World 
Wide Web has occupied a prime place in society, 
facilitating incredible amount of information to 
diversified groups of people [i][ii]. Various services 
like e-banking, e-business, e-learning, e-commerce 
and etc. have been provided utilizing web to extend 
their services and facilities to the general people. At the 
same time, there is rise in the number and types of 
cyber-attacks due to rapid inclination to the adoption of 
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and privacy issues of WBAS has been conducted. 
Various synonyms with different combinations of 
searching strings were formulated in order to identify 
maximum issues reported in the literature. More than 
40 published research articles, case studies from 
different well-renowned conferences and journals were 
reviewed to gather the targeted issues encountered by 
the security of WBAS.

A. Search String
 Following search strings are formulated to explore 
the state of the art literature;
{Security} AND {(issues) OR (challenges) OR 
(vulnerabilities) OR (hurdles) OR (barriers) OR (risks) 
OR (threats)} AND {of} AND {(web based) OR 
(online) OR (real time)} AND {systems}

B. Search Databases
 Well-renowned data bases were explored in order 
to identify as many as published articles of the targeted 
domain of this study. The targeted databases are 
illustrated in Table I.

TABLE I

TARGETED DATABASES

III. RESULTS AND DISCUSSION

 This work explores main security threats and 
attacks those are challenge for web based systems. The 
identified challenges are classified into client side and 
website attacks to develop a taxonomy. Finally a 
framework has been proposed in order to prevent 
various security threats and attacks on both client and 
website perspectives. Identified issues along with 
respective dimensions are summarized in Table 2 and 
Table II given in Appendix-A. 

A. Taxonomy of Security Issues
 A taxonomy of the critical security issues 
encountered by the web based application systems has 
been devised. There are two major stakeholders in a 
web based system that are clients and websites. 
Therefore attacks on web based system have been 
categorized in these two major dimensions. These 
dimensions are client's side and web site side attacks 
and are illustrated in Fig. 2. Furthermore, the taxonomy 
is designed on the basis of categorization of attacks. 
The identified issues are placed in these categories on 
the basis of observations, experiences and opinions of 
the researchers from state of the art literature. These 
dimensions are elaborated in detail in next sub-
sections

Fig. 1. Traditional web based system

 A lot of studies have been conducted in order to 
gage security of web based system. Various researchers 
have addressed diverse aspects of security issues. They 
have tried to make a larger or complete picture of the 
security issues. An effort is made by [i] but for 
accessibility perspective only, highlighting the client 
side attacks. The cryptographic and access control 
mechanism are being highlighted by [vi],[vii]. Whereas 
[viii] only deals with the computer viruses. However, 
[ix] delineates about social engineering attacks and the 
preventions with the help of seminars and social 
awareness programs. A study has been presented by [x] 
in order to protect web applications, by keeping 
networks secure from possible attacks. Some authors 
have proposed a security model that implements 
confidentiality and authentication with Zero 
Knowledge Protocol (ZKP) and Advanced Encryption 
Standards (AES) enabling to prevent against Man in 
Middle attack. Moreover, a security model has been 
proposed by [xi] that improves the access control and 
Internet security, with cryptographic techniques and 
defensive programming practices. Furthermore, 
various security threats have been explored by [xii] that 
discusses cyber security technologies for protecting the 
Internet. The authors also suggest a privacy risk model 
to assist the upcoming risks. In [xiii] authors describe 
the two sides of security like browser security and web 
application security. But the effort of authors is a bunch 
of tips and techniques that should apply to web based 
application to keep them secure against vulnerabilities. 
Owing to lack of wide perspective in information 
security our contribution is proposition of the 
taxonomy for the security issues encountered by the 
web based application systems. Moreover, a 
framework is also proposed in order to prevent the web 
based applications from possible security threats and 
vulnerabilities.
 This paper is composed as Section 2 illustrates 
materials and methods adopted to conduct this study. 
Section 3 delineates results and discussions comprising 
of a) formulation of the Taxonomy of security issues of 
web based applications and b) proposition of 
framework for the prevention of web based 
applications from security threats and Section 4 
describes the concluding remarks.

II. MATERIALS AND METHODS

 An intensive literature review regarding security 
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 c) Viruses: Computer virus is program that is 
created to harm computer system. Viruses are 
most dangerous for the client's computer 
s y s t e m .  T h e s e  c a n  h a r m  c o m p u t e r 
functionality. They can build insecurity for 
the computer system. There are different 
types of viruses, like Trojan horse, email 
virus, boot sector virus and many others that 
can harm a computer's functionality and 
integrity of data can be compromised [xviii] 
[xix] [xx].

 d) Session hijacking: Session hijacking, also 
called cookie hijacking is the way to misuse of 
a legal computer session. Attacker hijack the 
session to have unauthorized access to the 
computer system or information [ii]. In 
session hijacking, when user's session has 
been accessed through permitted way, 
attacker then masquerade as that legal user 
and attacker can do anything that authorized 
user can do on the network [xxi]. 

 e) Weak authentication: Authentication based on 
the password is the extensively used 
mechanism in the individual as well as 
distributed environments. People normally 
used easy to recall passwords that are weak 
passwords [xxii] .  Many attacks like 
dictionary attack can break these types of 
passwords (easy to recall) [xxiii]. 

 ii. Website Attacks
 This section describes attacks that create 
malfunctioning in the web system. In given taxonomy 
different categorized threats under this category are 
mentioned in Fig 2.

 Attacks on web based system have been 
categorized in two major dimensions on the basis of 
observations, experiences and opinions of the 
researchers from state of the art literature. Furthermore, 
the taxonomy is designed on the basis of categorization 
of attacks. These dimensions are client's side and web 
site side attacks and are illustrated in Fig. 2. These 
dimensions are elaborated in detail as follows;
 i. Client Side Attacks
 The threats that clients have to face in web based 
system are named as client side attacks. Some of the 
common attacks that a client has to face are described in 
this section.
 a) Social engineering: The term “social 

engineering” is very famous in information 
security system.  It is a psychological 
manipulation in which a person can access 
information from another person [xiv]. The 
goal of a social engineer is to have access 
sensitive information about protected data. 
Social engineer can be a hacker that can 
manipulate the user and can hack the 
information. Dumpster diving known as 
trashing is a technique like social engineering 
in which the information can be gathered form 
trash like recycle bin and this is due to poor 
operational security [xv]. 

 b) Hacking: Hacker is the person who has 
knowledge of low level language. He is 
proficient in compromising a client's system 
[xvi]. If a hacker can gain access to a computer 
system, he can modify the confidential data 
[xvii]. Hacker is a person whose intention is to 
breach security and exploit vulnerability in 
computer systems. 
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database for any emergency case. In some 
cases, backup database in which it is stored is 
often kept completely vulnerable from attack. 
If the backup of data is theft, then the all 
sensitive information will be breached 
[xxxii].

 c) Server Attacks: Server attacks are used to 
breach the security of server. It has severe 
effect and can halt the complete system as 
server is the controlling component of 
WBAS. These attacks are attempted to have 
illegal access to the sensitive or complex data 
or information and to disrupt normal 
communication between client and user.  

  DoS: DoS (Denial of Service) is an attack type 
that is used to destruct access to the network 
applications and data is not accessed to the 
original users. DoS may be formed with the 
help of many techniques like Ping-of-death 
and the teardrop attacks are used for 
exploiting the system [xxxiii]. In DoS attack, 
attacker crash server normal communication 
with the intended user. 

  DNS Poisoning: DNS spoofing or DNS 
cache poisoning is the type of attack in which 
incorrect IP address is sent to the DNS server. 
A DNS server interprets the human readable 
domain name to IP address. IP address is used 
to direct communication between intend 
nodes. If the server doesn't know the request 
of the user, it will redirect the request to 
another server. For saving time server will 
remember that request in its cache and another 
request will follow for that particular address. 
Then server will reply him/her from saved 
address. When server gets the false translation 
and saves that translation into its cache then it 
is measured as poisoned and it will answer the 
incorrect reply to the user. This type of attack 
is used to redirect the user from the authentic 
site to attacker's site. Attacker spoofs the IP 
address from the targeted site and replace it 
with that IP that is under control of him 
[xxxiv].

  Brute Force Attacks: Brute force attacks are 
the type of attack in which attacker tries to get 
information from illegal method by a software 
or program to decrypt message like secure 
passwords [xxxv]. Dictionary attacks can also 
be used to get decrypted data [xxxvi].

B. Proposed Framework
 Possible prevention methods that can help to 
tackle threats and vulnerabilities encountered by web 
based system can be avoided by adopting the proposed 
security framework.

 Different countermeasures can be adopted for both 
the client and website attacks that are illustrated in   

 a) Front end attacks: Attacks that are related to 
the front end of the system are named as front 
end attacks. In this section, we describe some 
common attacks on front end.   

  Input validation attacks: Input validation 
attack is very common attack in web based 
appl ica t ions .  In  th is  type ,  a t tacker 
deliberately sends unfamiliar input for 
creating malfunctioning in the web based 
system. This attack occurs when the data from 
the web desires is not legalized before used by 
web based system. This attack is attempted to 
compromise the back end of the web based 
system by an attacker [xxiv]. 

  Buffer overflow: Buffer overflow is the type 
of anomaly that deals with a program, when 
writing input in the buffer overflow. The data 
will overflow and overrun's the boundary of 
the buffer. Owing to this problem, the 
adjacent memory will overwrite. This is the 
way to violate the memory safety [xxv]. 
Buffer overflow attacks when the program or 
software writes extra information or data 
rather than the assigned memory. Buffer 
overflow attack is really simple and attacker 
can easily exploit system with this attack 
[xxvi]. Conventional buffer overflow attacks 
are used to disrupt the common execution of 
the program. This attack can redirect a normal 
program to the infected code that was not 
written by the original programmer [xxvii].

 b) Database Attacks: Different types of attacks 
on database to create malfunctioning are 
discussed below. 

  SQL Injection: SQL injection is the injection 
attack on web system, in which intruder or 
attacker execute malicious SQL statements 
that control the database server. SQL injection 
targets the dynamic web system that contains 
database services too [xxvi]. In this attack, 
intruder gives larger queries to the web server 
that disturbs the normal execution, and the 
result will be also different from the original 
one [xxix].

  Privileges Abuse:Users are granted privileges 
to access the database. When the user exceeds 
from these privileges it is called privilege 
abuse. The privileges can be abused for the 
malicious purpose and to harm database 
server [xxx].

  Platform Vulnerability: Vulnerable operating 
system and software can lead to the data 
corruption and DoS. Viruses and worms can 
also spread due to platform vulnerability. 
Unauthorized access and privileges abuse are 
due to platform vulnerability [xxxi].

  Exposure of Backup: We create backup of 
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viruses, however, these can be mitigated with proper 
training, utilizing security firewalls, protecting with 
anti-viruses and awareness about fraudulent activities 
on the Internet [xxxvii][xxxviii][xxxix].

Fig. 3. The proposed framework deploys various 
techniques to confront vulnerabilities from possible 
threat to web based systems. A client encounters 
various attacks like social engineering, hacking and 
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IV. CONCLUSION

 The internet environment is globally open, hence 
the attackers are omnipresent. Various types of cyber-
attacks and vulnerabilities are there in web based 
environment. Now a days web is widely used for many 
reasons like e- commerce, e- learning and e- banking. 
There are many threats that a client has to face on 
internet. For protecting the privacy and security of the 
client, the web application is necessary. A protected 
web based system has to deploy security dimensions to 
handle the vulnerabilities. If we meet the security 
dimension, we can protect the customer as well. To 
tackle security attacks and threats is really a big task. In 
this paper, we have described different threats on the 
web based system and the counter measure for those 
threats. A secured platform not only protects the assets 
of the client but also increases the trust for that web 
application.
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APPENDIX-A

TABLE I

CLIENT SIDE ATTACKS IDENTIFIED FROM THE EXISTING LITERATURE

Client side 
attacks

  Social Engineering 

  Hack computer

  Viruses 

  Session hijacking 

  Weak authentication 

Problems

Gaudiness

Firewalls

Update system regularly

Security audit

Antivirus

Buy trusted software

Don't download untrusted exe files

One-time cookie (OTC)

HTTPS

Secure passwords techniques

SAS protocol

OSPA protocol

Possible solutions References 
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TABLE II

POSSIBLE SOLUTIONS FOR WEB APPLICATION

Front end 
attacks

Database 
security

Server 
Security

Problems

  Input validation attack

  Buffer overflow

  SQL injection

  Privileges abuse

  Platform vulnerability

  Exposure of backups

  DOS

  DNS poisoning

  Brute force attacks

Possible Solutions

  Strict validation checks

  Input checks

  Strong authentication

  Strong data typing

  Proper error handling

  Use guard Canaries

  Parsed tree

  SQLCheck

  Defensing Coding

  Query-level access control

  Secure authentication mechanism

  Security audit

  Privacy policies

  Update system regularly

  Secure cryptographic techniques

  Hashing Algorithms

  Load balancer

  Bloom filter mechanism

  TCP handshake technique

  TCP handshake

  SSL/TLS

  Graphics based passwords

  Cryptographic algorithms
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